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This paper is a pre-print of a book chapter that explores the relationship
between protocols and institutions through the lens of control systems
engineering. Cross-referencing concepts from Institutional Economics,
Cybernetics, Control Theory, and Market Design, we define institutions
mathematically through correspondence to stability (in the sense of Lya-
punov), demonstrating that behavior can be enduringly and predictably
patterned without resorting to coercive control. Grounded in engineering
practice, we emphasize field surveys as prerequisites for formal model-
ing, avoiding purely theoretical constructs. Aligning our terminology
with control engineering’s canonical forms enables us to direct readers
to a broad suite of practical methods, while highlighting emerging work
on institutional design through protocolization. The chapter will appear
in the second edition of World Scientific’s Web3 Blockchain Economic
Theory, edited by Melanie Swan, Soichiro Takagi, and Frank Witte.
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1. Introduction

In recent years, the claim that society’s institutions are breaking down has
matured from a provocation into a truism. The growing consensus that our
institutions are dysfunctional, however, has not yet produced an actionable
discourse about how to fix them that is commensurate with the complex-
ity of the problem. This deficit is due, at least in part, to the lack of
clarity surrounding our understanding of what institutions are, and (there-
fore) what characterizes their failure. Answering these questions rigorously
makes it possible to think about institutions and their failure through the
lens of control systems engineering — thus enabling us to apply methods
and insights drawn from that discipline to the urgent but achievable work
of revitalizing them.

2. Institutions

The natural starting point for our inquiry is the field of “Institutional Eco-

)

nomics,” where the academic study of institutions as such is concentrated.
At the foundation of that ongoing conversation, one finds Douglass North’s
definition: “Institutions are the rules of the game in a society or, more
formally, are the humanly devised constraints that shape human interac-
tion. In consequence, they structure incentives in human exchange, whether
political, social, or economic.”! In North’s telling, “[t/he major role of in-
stitutions in a society is to establish a stable (but not necessarily efficient)

” Elinor Ostrom sounds a similar note in Gowv-

structure to human action.
erning the Commons: The Evolution of Institutions for Collective Action,
explaining that “[ijnstitutions’ can be defined as the sets of working rules”?
that govern interactions within a particular context. “Working rules are
those actually used, monitored, and enforced when individuals make choices
about the actions they will take,” Ostrom elaborates, explaining that when
it comes to institutions, “all rules are nested in another set of rules that
define how the first set of rules can be changed.” This “nesting of rules
within rules at several levels is similar to the nesting of computer languages
at several levels,” she goes on to suggest, and helps institutions to realize
their purpose insofar as it reinforces “the stability of mutual expectations
among individuals interacting according to a set of rules.” Ostrom and
North thus appear to agree: Institutions are the rules that human beings
develop in order to provide stable structures for our interactions.

Ostrom seems to have revised her understanding of institutions, how-



ever, during the five-year interval separating the release of Governing the
Commons and the publication of “A Grammar of Institutions” (co-authored
with Sue E.S. Crawford). The latter paper begins with a declaration that
it “is based on a view that institutions are enduring regularities of human
action in situations structured by rules, norms and shared strategies, as well
as by the physical world.”3 Here, “institutions” are no longer the
norms, and shared strategies” that structure the “situations” in which hu-
man beings interact; instead, they have become the “enduring regularities
of human action” that are produced by or emerge from the interactions that
take place in such situations. In fact, Crawford and Ostrom’s definition of
institutions as “enduring regularities of human action in situations struc-
tured by rules, norms, and shared strategies, as well as the physical world”
involves no fewer than four distinct concepts:

“rules,

(1) The “rules, norms, and shared strategies” that make up the “humanly
constituted elements of institutions.”

(2) The “physical world” that, along with these “humanly constituted ele-
ments,” structures the “situations” in which institutions can be found.

(3) The “situations” that are “structured by” both the “components of
institutions” and the “physical world.”

(4) The “enduring regularities of human action” that are found “in [such]
situations.”

Insofar as Crawford and Ostrom intend for their proposed “Institutional
Grammar” to provide “a theoretical structure for analysis of the humanly
constituted elements of institutions (i.e. rules, norms, and shared strate-
gies),
these “humanly constituted elements of institutions” (which Crawford and
Ostrom also call “the components of institutions”) and the institutions into
which they are composed.

Institutional Economics (as a discipline) is still engaged in the work of
litigating precisely how these four concepts relate to one another, along

” it must also be read as explicitly acknowledging a difference between

with the related task of assigning each a distinct (and consistent) name.
While North, for example, identifies “[a] crucial distinction [...] between in-
stitutions and organizations” corresponding to the separation of “the rules
from the players” of a given game, his characterization of “organizations”
collapses the conceptual distinction between the loci of activity that Craw-
ford and Ostrom call “situations” and the “physical world” in which var-
ious organizational “bodies”! concretely interact. Furthermore, Geoffrey
M. Hodgson convincingly argues that the imprecision of North’s terminol-



ogy means that “even by North’s own definition, organizations must be
regarded as a type of institution.”*

We thus conclude that it is necessary to look beyond its borders to
find clarity about institutions, and terminology that is precise enough to
facilitate both their description and their design.

3. Protocols & Purposive Systems

Although his language often appears to coincide with that of Ostrom and
North, the understanding of institutions put forth by Stafford Beer in
Designing Freedom offers tools for untangling the conceptual confusions
opened up by the Institutional Economics literature.

As Beer explains, “institutions [...] are not just things, entities we recog-
nize and label. They are instead dynamic and surviving systems [...] they
consist of related parts, and the relations — the connexions — between
those parts [... in] a particular organization which produces particular out-
puts.”® The “specific modes of organization” in which these parts and
their relations are realized are concrete systems — not just specifications,
but particular implementations.

Institutions, Beer notes, “are actually outputs of this system. They are
what they are because the system is organized in the way that it is, and
this organization produces an inescapable kind of behavior.” Translating
Beer’s famous acronymic aphorism “POSIWID” (The Purpose of a System
is What it Does) to the context at hand, one could say that “the purpose
of an organization is the behavior that it realizes.”%

Beer thus makes clear that the “enduring regularities of human action”
that Crawford and Ostrom identify as “institutions” are more precisely un-
derstood as the stable emergent properties (or the system-level behavior)
of the concrete systems that Beer calls organizations. These realized sys-
tems correspond to both the “physical world” and the implementations of
any “rules, norms, and shared strategies,” thus overlapping both item (1)
and item (2) in Crawford and Ostrom’s definition of “institutions.” The
“situations structured by” this physical world (and its interplay with the
organization’s existing “rules, norms, and shared strategies”), meanwhile,
correspond to such systems’ states. While at first glance it may be confus-
ing that “rules, norms, and shared strategies” are represented in both the
organization and in the situation; this simply means we are dealing with
a “second-order system.” Second-order dynamical systems have state vari-
ables, which represent the way other state variables change.”® This com-



plexity is necessary to accurately represent the ways that an organization’s
“rules, norms, and shared strategies” both influence and are influenced by
the actions of its actors, albeit along different temporal horizons.

Beer’s work helps us to refine our model by mapping three of the four
concepts in Crawford and Ostrom’s definition to a (second-order) dynamical
system. What remains is to find a suitable term for the
shared strategies” themselves.

“rules, norms, and

3.1. Protocols

What do “rules, norms, and shared strategies” have in common other than
their structural relationship to institutions? The answer is that all three
are means of patterning behavior which be grouped together under a single
category: they are all types ofprotocols.

Derived from the Greek protokollon (from protos — “first” — and kolla
— “glue”) the first protocols were cover-sheets attesting to the provenance
(and thus the authenticity or validity) of the documents to which they were
attached, thereby operating as “an early techno-social system of adminis-
tration that has functional equivalents from Antiquity up until today.”?
Eventually, the term expanded to refer to regularizing practices in areas as
diverse as the sciences or international diplomacy — sets of common con-
straints that function to produce interoperability despite difference, “often
independent from time and place.” In contemporary usage, “protocol” has
also taken on a particular technical meaning (albeit one highly consonant
with its broader sense): “a cascade of formalized standards or agreements
to be implemented as control regimes for flexible material and/or semiotic
organization [... that] predictably structures in an often layered, sometimes
hierarchical way the behaviors of data and objects [such that they are able]
to participate in infrastructural networks.”

The close conceptual association that has formed between the concept
of “protocols” and digital technology is not accidental; protocols are, es-
sentially, “distributed algorithms”!? (the title of Nancy A. Lynch’s 1996
textbook describing the protocols underlying the then-emerging internet),
or control mechanisms for the flow of information through decentralized sys-
tems. In Protocol: How Control Exists After Decentralization, Alexander
Galloway thus identifies protocol as “the principle of organization native to
computers in distributed networks.”!! Galloway connects the contempo-
rary technical meaning of “protocol” to its historical antecedents, explain-
ing that inasmuch as both usages refer to “conventional rules that govern



the set of possible behavior patterns within a heterogeneous system [...]
protocol is a technique for achieving voluntary regulation within a contin-
gent environment |...] a distributed management system that allows control
to exist within a heterogeneous material milieu.”

If protocols are mechanisms that control the flow of information (or that
structure the substrate by way of which information, matter, energy, and
thus also action flow), then the field of control systems engineering can
be understood as a rigorous and formal study of the interplay between the
physical world, specified protocols and realized behavior of the assemblage
thereof — thus equipping us with the machinery needed to engineer the
stabilization of institutions at all scales, from micro-markets to the most
vital functions of a healthy society.

3.2. Control Systems Engineering

Design and analysis of control systems is accomplished by representing these
assemblages via dynamical systems. In the context of multi-agent systems,
control engineering explores how locally-defined and locally-implemented
rules interact within dynamic environments to generate emergent behaviors
that are both stable and predictable at the system level — in other words,
how the protocols that constrain behavior within an organization can be
composed in order to induce stable properties in the emergent system-level
behavior of that organization.?!3

Cooperative Control of Multi-Agent Systems, edited by Jeff S. Shamma,
provides a detailed look at the methods (which is to say, the protocols
and collections of interrelated protocols) that contemporary control sys-
tems use to compose complex assemblages where individual agents, oper-
ating with access to only local information and retaining autonomy over
their decisions, collaboratively produce emergent, higher-level patterns of
behavior.!* These stabilized patterns are not static, but instead represent
the system’s capacity to dynamically and continuously solve complex con-
strained resource allocation problems in changing environments, all without
any agent accessing global information.

3.3. Cybernetics

The cybernetics literature extended the (then-contemporary) practices of
control systems engineering to assemblages other than human-made sys-
tems. As Norbert Wiener explains in the introduction to the volume that
christened the field, “[w]e have decided to call the entire field of control



and communication theory, whether in the machine or in the animal, by
the name Cybernetics, which we form from the Greek yvBepvrnTns or steers-
man.”'® In Designing Freedom, Beer revises Wiener’s definition, asserting
that “[c]ybernetics is the science of effective organization” — or, we might
say, of how to organize systems in order to produce specific desired effects.
Beer pays particular attention to “the conditions [organizations] must meet
in order to remain stable yet adaptive.” These latter properties are what
is meant by the second part of Beer’s definition of institutions as “dynamic
and surviving systems.” In the context of a dynamic system, “survival”
is best understood as persistence of function, rather than prevention of
demise.

As Beer explains, “[tjhe number of possible states of a system is called
its variety,” and “[ijn order to regulate a system, we have to absorb its va-
riety. If we fail in this, the system becomes unstable” (1974). He proceeds
to invoke “the Law of Requisite Variety — named Ashby’s law, after its
discoverer,” which asserts that “only variety can absorb variety”; the im-
plication of Ashby’s law, Beer explains, is that “[i]f varieties in a regulatory
system are disbalanced, the system cannot attain stability. Assuming that
the regulator has the smaller variety, there are only two ways of meeting
the demand of Ashby’s Law. One is to attenuate variety in the system, the
other is to amplify variety in the regulator.” Beer is careful to note that
“these strategies can be mixed” — but in both cases, “[t|he mode of organi-
zation adopted for the system is its variety controller.” In other words, the
stability of a dynamical system depends on that system’s adaptive capacity,
which is in turn a function of its “mode of organization,” or the way that
its organization is structured.

Crucially, the characterizations of both Ashby and Beer are implicitly
dependent on a “second-order” model, wherein an organization can adapt
its own structure.

3.4. Dynamic Stability

In control systems engineering, “stability” has a precise technical mean-
ing: it refers to the system’s ability to maintain consistent and predictable
behavior in the face of disturbances. Importantly, stability does not neces-
sarily imply returning to a fixed, unchanging state; rather, the equilibrium
of a system can itself be a dynamic behavior — such as a pattern of oscilla-
tion or a stimulus-response pair — as long as the defining properties of that
behavior remain stable over time. For a system to be stable, any deviations



from this dynamic equilibrium must either decay over time (asymptotic
stability) or remain within a bounded region where the system continues to
exhibit the same characteristic behavior.! These dynamic equilibria mani-
fest as “enduring regularities” in the system-level behaviors of organizations
— which is to say, as institutions, “patterns of behavior”® that persist de-
spite variations in individual behavior or shocks from the environment. The
“failure” of an institution occurs when this dynamic stability is lost.?

In Beer’s time, the ability to apply cybernetics to practical problems
was limited — both technically and politically. The methods of implemen-
tation required access to expensive computational resources and a man-
date from centralized authorities. The discipline’s methods reflected these
constraints. In recent years, however, significant advances in technology
and mathematics have relaxed both the technical and political constraints.
Advances in distributed optimization and multi-agent control provide the
basis for a political shift towards “ceding control in favor of coordination”
(as per Zargham et al., summarizing Swann).'®2° The rise of open-source
software development (particularly peer-to-peer protocols which constitute
large public networks) demonstrates the realizability of a shift from top-
down cybernetics toward bottom-up (or at least middle-out) alternatives®!
— from the command and control cybernetics of the 1980s to a techno-
politics whose watchwords are protocolize and govern.

3.5. Engineered Institutions

The field of Market Design offers a glimpse into the future of emerging in-
stitutions constituted by protocols that have been carefully engineered to
produce reliable behavior. In his seminal work “The Economist as Engi-

I This characterization of stability is also consistent with the work of Robert Axelrod, who
studied the emergence and stabilization of equilibria over norms in his seminal work The
Evolution of Cooperation.'® Notably, Axelrod’s models placed the norms that agents
used to make their decisions within the state of his models, allowing them to change over
time via turnover in the agent population. It is also related to stability in population
games, as developed extensively by Sandholm in Population Games and Evolutionary
Dynamics.'” Population games study strategic interactions in large populations where
individual agents have negligible influence but collectively shape system-level behavior.
2This perspective aligns closely with the thesis of Acemoglu and Robinson’s Why Nations
Fail, in which they argue that the long-term success or failure of nations hinges on the
inclusiveness and adaptability of their institutions.!® In this view, the nation itself is the
organization, and its “institutions” constitute the protocols that contour its potential
system-level behavior. Nations whose institutions co-regulate each other in a stable and
productive way succeed (that is, themselves become institutions), whereas nations whose
institutions lack stabilizing feedback loops fail.



neer: Game Theory, Experimentation, and Computation as Tools for De-
sign Economics,” Alvin E. Roth discusses how economists can design and
implement protocols to create reliable and efficient market behaviors.?2 The
canonical example is the development of kidney exchange programs, where
incompatible patient-donor pairs are matched through carefully engineered
algorithms to facilitate life-saving transplants. These protocols ensure that
the exchanges are both efficient and fair, maximizing the number of suc-
cessful transplants while adhering to ethical standards.??

Another example of an engineered economic system is a platform econ-
omy. A platform economy provides software and serves as an intermediary
to facilitate exchanges between users. Rochet and Tirole’s research on
platform competition in two-sided markets highlights how these platforms
are designed to efficiently match supply and demand, often employing so-
phisticated algorithms to clear transactions.?* While academically, market
design focuses on efficiency and fairness, it is important to critically exam-
ine these platforms through the lens of Beer’s POSIWID principle: Despite
their stated goals, many platform economies appear empirically to opti-
mize for profit extraction, benefiting shareholders while only questionably
serving users, and often inducing other negative externalities.?®> This obser-
vation suggests a need for further scrutiny to ensure that these engineered
markets serve the broader public interest.?5

4. An Approach to Institutional Engineering

Supplementing the insights of institutional economics with the rigor and
precision of control systems engineering gives us the necessary materials to
lay out a general yet practical approach for institutional engineering; that
is, one that can be applied by those creating or governing concrete organi-
zations with specific purposes, insofar as these purposes can be understood
as desired “patterns of behavior” which must be rendered “stable” (in the
control-theoretic sense) through the design, implementation, and gover-
nance of protocols. Despite our use of formal methods, we acknowledge
the fundamental subjectivity in the act of representation, as well as the in-
evitable influence such representations have on the systems they represent.
Our confidence that methods for control engineering are appropriate for
addressing challenges in institutional engineering emanates from the fact
that control systems engineers have successfully integrated economic mech-
anism design methods into cyber-physical systems such as transportation
networks and power grids.?”



A fundamental challenge in designing systems meant to pattern (and
thus, to regulate) human behavior stems from the need to preserve individ-
ual autonomy even as one seeks to stabilize desirable properties in system-
level behavior. Inevitably, governance decisions — i.e. those which act on
an organization’s protocols — create winners and losers; “the questions of
central relevance to governance of impersonal organizations are those sur-
rounding disagreement or dispute among members,” as Eric Alston writes
in “Governance As Conflict.”?® In “Aligning Decentralized Autonomous
Organizations to Precedents in Cybernetics,” Zargham and Nabben adapt
the phrase “control surface” to describe the “governance surface” through

)

which decentralized organizations evolve their structures by modifying their
protocols — both technically, via smart contract code, and socially, via
community covenant documents.?’

4.1. Institution as Dynamical System

In “A State-Space Modeling Framework for Engineering Blockchain-
Enabled Economic Systems,” Zargham et al. introduce two key ideas: (1)
blockchain networks can be understood as second-order dynamical systems
and (2) that Lyapunov-like Value functions can be used to encode and
preserve desirable properties within crypto-economic systems.?? In “Foun-
dations of Cryptoeconomic Systems,” Voshmgir and Zargham argue that
cryptoeconomic systems are fundamentally a governance technology, and

can be approached like cyber-physical systems.?!

Zargham and Shorish
build on this intuition in “Generalized Dynamical Systems: Foundations,”
generalizing the state-space framework presented in “A State-Space Model-
ing Framework for Engineering Blockchain-Enabled Economic Systems” to
control systems with non-numerical state-spaces, and relaxing the control
conditions by restricting admissible actions rather than specifying a unique
control action.?!

This innovation — replacing the control law with a restriction on ad-
missible actions — provides the basis for engineering institutions through
the design of protocols. Figure 1 demonstrates the intuition for reasoning
about governance in terms of second-order dynamical systems.



Organization = {Physical World, Implemented Protocols}

‘Second Order

] [1]-#([2]) |

Fig. 1. Control framework for governance, rules, norms, and actions. The system
evolves dynamically through feedback and constraints. For simplicity, laws of motion
representing the physical world are compressed into the differential topology character-
ized by F': Z xU — 0Z.

The framing allows us to reason about the systems as a differential

inclusion. Let z = [I] , then the dynamics 2 = [I} are given by
T z

2 e {F(z,u)lu € Uy}

where the set of admissible actions U,(z) are still state-dependent in the
full state z. The resulting system is non-deterministic, but is nonetheless
structured by the “organization,” and it realizes behavior in the form of
a sequence of values u and z. Such a system potentially has many stable
properties, despite the variation in time and non-determinism; these stable
properties can be described via Lyapunov-like value functions V, as long
as those functions can be thought of as loss functions (to borrow a concept
from Machine Learning), and the properties they encode are oriented at
their zero value. We are then interested in how the protocol regulates the
differential of the loss function:

VevVV(z)TF(zu), Yue Us(2)

and ultimately, we can claim the property represented by the value function
or loss function V' encodes a stable emergent property only if
sup VV(2)'F(z,u) <0.
uEUz(z)
That is to say, if even without knowing the individual choices u, the intro-
duction of the protocol into the organization stabilizes the property encoded
by V, in the sense of Lyapunov.



4.2. Institutional Dynamics

The intuition is presented in continuous time because the dynamical sys-
tems canon is developed for continuous systems. Our work on protocols
and institutions, however, is more naturally situated in discrete-event sys-
tems for two reasons: (1) the protocols we have studied are implemented
as computer software, which is natively discrete and (2) organizations
adapt themselves through discrete changes to their protocols, i.e. pass-
ing governance proposals and/or merging updated code into production
environments. Therefore, for the remainder of this chapter, we will use
the discrete-time characterization from “Generalized Dynamical Systems:
»31 Furthermore, while we retain the assumption that our
model is second-order — that is, that a state contains within itself the
rules, norms and shared strategies that determine actors’ admissible action
sets — we will collapse our notation to simply denote that state z € X,
with the discrete-event dynamics represented as f: X x U — X.

Foundations.

Let an Organization be the concrete action-situation, structured by
implemented protocols and the physical world, in which actors take actions,
and the consequences of those actions are realized as changes to that orga-
nization’s state. We represent the organization as a generalized dynamical
system (GDS):

at = f($7u)

where x € X represents the state of the organization u € U represents
the actions taken by actors, and z+ € X represents the state of the or-
ganization resulting from the actions u. The unconstrained U represents
the set of all the physically possible actions u, which must be distinguished
from the set U, representing the admissible actions in any given state —
those that satisfy the organization’s already-implemented norms, rules and
shared strategies.® For such a dynamical system there is realization

(xo,UQ), (xlvul)v (x27u2)7 s (xta Ut), cee

which may exhibit desirable (or undesirable) patterns of behavior. Some of
the patterning is attributable to the structure of the organization (which
we have represented as f(x,u), but some of the patterning is attributable
to regularities in the choices of w given x, and knowledge or beliefs about
f(xz,u). In control engineering, one asserts a control law u = g(z) with

3While some systems, such as cryptographically enforced peer-to-peer networks, can
strictly enforce their protocols, we do not assume perfect compliance in practice. Rather,
we rely on control-theoretic techniques for bounding the consequences of non-compliance.



the purpose of achieving a property represented as V(z;) < e. This is
accomplished by learning or deriving a model of “the plant” — in our
case the “organization” — and then ensuring the control rule satisfies the
condition that

V(a™) = V(f(z,g(x)) < V(a).
Although our model f(z,u) is surely an imperfect representation, and our
control action is imperfectly translated into the world, these representations
help us to create the circumstances under which the organization exhibits
the property V(z) < e. That is to say that each of

V(x(])a V(wl)v V(xZ)’ AR V(mt)7 ce

satisfy the property V(z) < ¢, and that we expect the property to be
satisfied in the foreseeable future.

Let us define an Institution to be an enduring regularity in the be-
havior of an organization. In our framework, the institution is a property
V(z) < € for an organization represented by ¥ = f(x,u). We do not wish
to “control” the behavior of the actors within the organization, however, so
we will not assert a control law g(x) that the actors within that organization
are commanded to abide.

But how, then, can we ensure the stability of the property V(z) < e.
Are we simply at the whim of the actors choices? We are — unless we
institute a Protocol. A protocol is a set of constraints introduced into an
organization to induce a desirable property; in other words, it is a state-
dependent subset U, C U that offers our property-preserving guarantee

AV (z) =V (f(z,u)) = V(z) <0 VueU,, VzreX.

This expression does not guarantee a reduction in V(x) if we cannot
guarantee u € U,, but it sets us up to write supermartingale and Lya-
punov drift-based stability proofs if we can bound the nature, frequency,
and/or magnitude of violations of the protocols within a particular organi-
zation being modeled. Control theory gives us the necessary equipment to
achieve stability of the desired properties in the concrete system because it
recognizes that there is never a perfect correspondence between a model’s
abstractions and the realized behavior of the system being modeled, and
thus offers machinery that enables us to take this asymmetry into account.

4.3. Ontology

e Individual Behavior (v € U): Individual actors make their own
choices based on factors that are not known or knowable to system



modelers or designers. These choices influence the evolution of the
organization but are not strictly determined by any external control.

e Pattern of Behavior (g : X — U): A representation of observed
patterns in individual actions as state-dependent policies. This captures
how individual behavior tends to correlate with specific states of the
organization.

e Situation (z € X): The state of the organization at a given time.
Actors take their concrete choices with partial awareness of the sys-
tem’s state and dynamics. They have beliefs but not full knowledge of
the consequences of their actions.

e Dynamics (f : X x U — X): A representation of how the organiza-
tion’s state evolves as a result of the actions taken by individuals. It
models the transition process from one situation to another.

e Protocol (U, C U): A set of humanly constructed rules, norms, or
shared strategies that specify a subset of actions available to individuals
in a given situation, thereby coordinating individual behavior.

e Property (V : X — Ry): A function that can be understood as a
loss function encoding a pattern in the system’s state. It provides a
measure of how well the system aligns with some desired or undesired
behavior.

e Institution (AV(z) < 0): An enduring pattern of behavior where V (z)
remains stable (in the sense of Lyapunov) over time, indicating that
the system maintains certain properties despite variations in specific
situations and individual actions.

4.4. Implications of this Approach

The precise innovation of GDS is the observation that, mathematically
speaking, it is not necessary to assert a control law g(x) to produce a de-
sirable property—it suffices to introduce a protocol that limits actions just
enough to ensure the property of interest. It is worth noting that although
institutional economists often identify patterns in g(z) as institutions, we
can can use V(z) without loss of generality simply by defining V() as a
loss function expressing the deviation of the V(x;) = |lu; — u}||?
is the observed behavior and u} = g(x;), the expected behavior.

The benefit of building on the control engineering literature to develop
this approach is that doing so gives us the composing and nesting prop-
erties of control systems practically for free. For general results, see Jan
C. Willems’s “The Behavioral Approach to Open and Interconnected Sys-

where u;



tems.”3? For a GDS-specific discussion of composability, “Block Diagrams
for Categorical Cybernetics.”33

While this method provides a clear path for the analysis of institutions
as persistent patterns in the behavior exhibited by organizations, and for
the design of protocols via control-theoretic methods in order to modify or
stabilize those institutions, it also invites important questions regarding the
degrees of restriction to be tolerated, relative to the benefits of the desired
stable properties.

As shown in “A State-Space Modeling Framework for Engineering
Blockchain-Enabled Economic Systems,”3?
tolerate the restriction “no double-spends” to induce the global property
of a stable total supply of 21 million Bitcoin. Cryptographically-secured
software systems, however, are significantly more susceptible to this type

users of the Bitcoin Network

of formal analysis than organizations where the rules in use may deviate
significantly from the rules in form.3*

Furthermore, some of our most important institutions emerge from or-
ganizations in which the choices actors make with their degrees of freedom
contribute meaningfully to the institution. Markets, for example, do not
exist to set prices; they clear transactions and discover prices. In “Eco-
nomic Games as Estimators,” Zargham et al. show that a particular set of
protocols implemented in automated market makers have the property of
being “price estimators”; the price estimate is realized when individual ac-
tors exercise their freedoms within the protocol.3® In the kidney exchange
example from Roth, the key properties are fairness and efficiency, but there
is no notion of price.??

In practice, organizations are heterogeneous and distributed — entan-
gled with each other such that we, as modelers, must make choices about
what is in and out of scope. Modeling involves subjective decisions, such
as how to divide stakeholders into groups with similar action-situations as
well as similar incentives and preferences.* Continuing with our control
engineering approach, suppose the actors are denoted i € S and that each
actor has a set of observables y; € Y; and controllables u; € U;, representing
what they can see and what they can do respectively. The realized behav-

4While the use of advanced modeling techniques can sometimes be viewed as problematic
for questions in political science, we appeal to Primo and Clark’s “A Model Discipline”
for the argument that models are an integral part of political science.36 Keeping with an
engineering ethos, we strive to use models as tools in service to the public, rather than as
a means of manipulation. Our engineering-informed approach to modeling is documented
in “Method for Functional Decomposition of Organizations and Their Environments.” 37



ior at any time is the Cartesian product of all the individual actor behavior
U = @,c5 Ui, as informed by their observables and constrained by their
respective controllables. This consideration attends to North’s insistence
on the separation of the actors from the rules of the game; it also provides
the basis for the dynamics to be distributed across local action situations
k, such that f(z,u) = -, fx(x,u), -] to be set up in a manner that rep-
resents complex and varied local actuation-situations, including topologies
with non-trivial power disparities between actor groups. The topology of
the network can take on arbitrary causal patterns such as those described in
Multi-Agent Influence Diagrams (MAIDs).?® Furthermore, modeling over-
lapping action-situations within such a representation f(z,u) provides a
more formal perspective on what Vincent and Elinor Ostrom’s work refers
to as polycentricity3®*® — if we also introduce a plethora of distinct Vi(x)
representing a range of dynamically entangled properties, consistent with
North’s “institutional matrix” and with Abigail Devereaux’s work in “Mul-
tiple Games Analysis: A Petri Dish for Growing Polycentric Orders.”*!

Equipped with these additional concepts, we can turn our attention to
developing models of organizations that enable us to explore the impact of
potential protocols on those organizations’ system-level behaviors. Leaping
directly to modeling, however, would be akin to building a house without
blueprints or a stable foundation; instead, a rigorous and responsible engi-
neering process must begin by surveying the field and mapping the critical
loci at which meaningful interventions might be designed. To demonstrate
this approach, we shall therefore generate preliminary mappings of the dis-
tributed organizations of science and engineering — first enumerating a set
of actor groups, then characterizing their local action-situations, and finally
describing how those situations are coupled through dynamics. Doing so
will enable us to identify some candidate solutions that later stages of the
design process could explore through formal modeling.

5. Preliminary Mappings

In accordance with our ontology, science and engineering are actually large-
scale distributed organizations; those organizations exhibit long-term stable
patterns of behavior, which are their associated institutions. Science studies
phenomena in the world and produces, validates, and distributes reliable
shared knowledge about the world. Engineering applies the reliable shared
knowledge to create or otherwise modify the world. In this section, we will
factor the organizations apart to examine how their protocols contribute to



the (in)stability of their defining properties.

5.1. Science

Our first example, science, is inextricably linked with a defining protocol:
the “Scientific Method.” We shall thus begin by examining this protocol,
and work backwards to characterize first the system-level property that it
is meant to induce or stabilize, and next the concrete organization that
we hope will exhibit this property in its realized behavior. Then, we shall
consider what forces are currently causing the relevant property to be desta-
bilized, and examine how new protocols might be designed specifically to
counteract these forces.

According to the Oxford English Dictionary, the scientific method is
generally understood to consist of “(a) systematic observation, measure-
ment, and experimentation, (b) induction and the formulation of hypothe-
ses, (c) the making of deductions from the hypotheses, (d) the experimental
testing of the deductions, and (if necessary) (e) the modification of the hy-
potheses.”4? In Scientific Method in Practice, however, Hugh G. Gauch Jr.
quotes the American Association for the Advancement of Science in order
to highlight the ways that “[t]he scientific method ‘is often misrepresented
as a fixed sequence of steps,’” rather than being seen for what it truly is,
‘a highly variable and creative process.””*3 Despite the adherence to the
scientific method across “the various scientific disciplines,” the AAAS care-
fully explains elsewhere, “scientists differ greatly from one another in what
phenomena they investigate and in how they go about their work; in the
reliance they place on historical data or on experimental findings and on
qualitative or quantitative methods; in their recourse to fundamental prin-
ciples; and in how much they draw on the findings of other sciences.”*

The degrees of freedom that the scientific method affords its practition-
ers in terms of process exist in order to induce a stable property in the
concrete behaviors through which that process is realized — specifically,
the property of producing reliable shared knowledge. The scientific method
thus functions as a minimal set of common constraints adopted by actors
within what we shall call “the organization of science” for the purpose of
stably inducing this property in the organization’s realized system-level be-
havior; as Gauch reminds us, it is “[p|recisely because general principles
are general [... that] the entire scientific community has a single, shared
set of principles” related to a fundamental unifying aspiration. For our
purposes, then, we shall characterize the “organization of science” — that



is, the concrete system whose realized behavior we are concerned with —
very broadly.

5.1.1. Actors and Local Action-Situations

Table A.1 in Appendix A identifies the key actors within the scientific
ecosystem, and describes their local action-situations.Each actor oper-
ates based on a set of observables—information they can access about the
system—and controllables—actions they can take to influence the system.
Understanding these relationships helps clarify the decision-making pro-
cesses of different stakeholders in scientific research, from researchers and
peer reviewers to funding agencies and government regulators.

Researchers, for example, can observe published literature, raw
data, experimental results, peer reviews, and funding opportuni-
ties, all of which influence the set of decisions under their control: which
funding opportunities they pursue, how they design their exper-
iments, what papers they seek to publish (and in which publica-
tions), how they review the work of peers, and which peers they
collaborate with. Meanwhile, journal editors can observe submitted
papers, reviewer feedback, journal impact factors, and trending
topics in their fields, and can control what sorts of submissions to
solicit, whether they accept or reject a given paper, which revi-
sions they suggest, and how they enforce formatting and other
standards.

Modeling actors and their local action-situations in this way gives
us the materials that we need in order to begin describing the system’s dy-
namics — the ”laws of motion” that determine how situation-level actions
interact to produce system-level results. By identifying these connections,
we gain insight into how institutional behavior emerges from the interplay
of individual actions and external constraints.

5.1.2. Dynamics Coupling Action-Situations

Scientific dynamics do not function in isolation; rather, they exhibit in-
terconnected decision-making processes where actions taken by one group
influence others. Table A.2 in Appendix A explores how action-
situations are dynamically coupled, detailing how various roles interact
through systemic feedback loops. The process of peer review, for ex-
ample, links researchers (who conduct experiments and submit papers for
publication, peer reviewers (who evaluate research quality and validity,



influencing what gets published), and journal editors (who assign peer re-
viewers to submissions, as part of the process of deciding which submissions
meet their journals’ standards, and should therefore be published). Sim-
ilarly, the decisions made by funding agencies (about what research to
fund) has an impact on how university administrators allocate budgets
— influencing universities’ hiring decisions, departments’ research priori-
ties, and even the resources that are available to specific labs.

The Scientific Method serves as a protocol within this system of
dynamically-coupled action-situations, constraining the set of admissible
actions in local action-situations in ways that stabilize specific properties
in the system’s global behavior.

5.1.3. Actors, Incentives, and Regulation by Scientific Method

The stable system-level behavior of knowledge production does not emanate
from any one action-situation or any one actor group’s pattern of behav-
ior. Instead, the Scientific Method constrains decisions within individual
action-situations, incentivizing actors to behave in ways that stabilize spe-
cific system-level properties. Table A.3 in Appendix A details the in-
centives of various actor-groups within the distributed system of science,
and shows how the scientific method structures the ways that they pursue
these incentives. Researchers, for example, are incentivized to pursue ca-
reer advancement, recognition, funding, and meaningful impact;
the scientific method, however, requires research to be reproducible, val-
idated by peers, and evidence-based in its conclusions. These re-
quirements discourage researchers from faking their findings, as
they pursue prestige and/or funding.

5.1.4. Failures and Interventions

To claim that the institution of science is breaking down is to suggest that
the distributed organization described above is struggling to stabilize the
production of reliable knowledge as a property of its realized behavior —
and one need look no further than the “reproduction crisis” in the sciences
to see the truth of this description.*>4” While the scientific method it-
self continues to function as an effective protocol, other protocols within
the organization of science — for example, those related to how prestige
is factored, and what kinds of work is therefore incentivized — are falling
out of alignment with the property that we are attempting to stabilize. For
example, “publish or perish” dynamics enforce a paradigm in which work is



valued in terms of its quantity rather than its quality.*8*° Meanwhile, vital
but unexciting reproducibility studies are neglected in favor of a steady
stream of incompletely-verified “breakthroughs” or densely cross-cited de-
bates over terminology.

Stabilizing “the institution of science” (i.e. the property of the or-
ganization’s system-level behavior that we are seeking to reinforce) can
thus be undertaken through the implementation of new protocols designed
to bring such incentives back into alignment with the purpose they are
meant to serve. Funding and evaluation protocols can be restructured to
prioritize reproducibility, collaboration, and long-term contributions over
short-term metrics; researchers could agree, for example, to undertake one
reproducibility study for every three novel investigations in which they
participate.®
new peer-review standards focused on societal impact and methodologi-

Similarly, journals and funding agencies could implement

cal soundness, and open science initiatives, shared data repositories, and
multi-institutional collaborations could be scaled to foster rigor and trans-
parency.’’ Protocols such as these would constrain the choices of local
actors in ways that stabilize the institution of science — and, crucially,
would do so while preserving the degrees of freedom through which creativ-
ity, innovation, and individuality are able to enter the broader system. Such
interventions are already being undertaken from the bottom up, as citizen
science and decentralized science movements are gaining cultural momen-
tum (and in some cases access to capital); others, meanwhile, are trying to
restructure the organization of science from the top down, as the govern-
ment of the United States attempts to freeze all federal research funding
and massively refactor the relevant administrations.

5.2. Engineering

Let us now turn our attention to engineering. As was the case with
science, we shall first suppose that the property that characterizes the in-
stitution is the same property that its defining protocol — in this case,
the Engineering Design Process (EDP) — is intended to stabilize. Let us,
therefore, examine the protocol, and reason our way to a characterization
of its function from an analysis of the constraints that it imposes.

As Morgan et al. note, “[t|here are many variations [of the EDP] in
practice today, but most of them include the same basic steps”: “Iden-
tify Problem and Constraints,” “Research,” “Ideate,” “Analyze Ideas,”
“Build,” “Test and Refine,” and “Communicate and Reflect.”®? In their



account, “the design process is a systematic approach followed when devel-
oping a solution for a problem with a well-defined outcome.” Furthermore,
they explain, “the process is, by nature, iterative [...] until the final de-
sign solution is identified.” Fidai et al. add that “[t]he overarching goal
of engaging in the engineering design process is to create solutions to any
given problem while staying within the boundaries of provided constraints,
resources, time, and budget.”®® Meanwhile, Nancy Leveson’s work offers
an urgent reminder that safety and reliability should always be considered
critical properties that implemented systems must seek to preserve.’*

At its core, engineering is not only about the creation of physical struc-
tures or devices but also about the careful alignment of multiple actors, in-
terests, and constraints. As Lucy Suchman demonstrates in her analysis of
bridge building, engineering work involves continuous negotiation between
material affordances, human intentions, and institutional frameworks in
ways that make engineering as much a process of organizing alignment as
it is one of designing objects.?® Engineering systems, then, are not merely
artifacts; they are social and technical assemblages whose stability emerges
from the coordination of physical materials with shared strategies, norms,
and formalized rules.

This complexity is formally acknowledged in systems engineering,
which the International Council on Systems Engineering (INCOSE) de-
fines as “an interdisciplinary approach and means to enable the realization

”

of successful systems.” Systems engineering concerns itself with the inte-
gration of various subsystems—each with its own constraints and dynam-
ics—into a coherent whole that functions reliably in its intended operational
environment.’® Relatedly, INCOSE defines cyber-physical systems as
“engineered systems that are built from, and depend upon, the seamless in-
tegration of computational algorithms and physical components.”®” These
definitions underscore how modern engineering does not merely apply sci-
entific knowledge; it actively structures the interaction between humans,
human-designed artifacts, automated systems, and the broader physical
world.

The iterative nature of the engineering design process is reflected in
the rigorous practices of Verification and Validation (V&V), which
ensure that engineered systems perform their intended functions both cor-
rectly (wverification) and appropriately within their intended context (val-
idation).5® As Dieter and Schmidt explain, “[t]he design method is very
similar to the scientific method if we allow for differences in viewpoint and
philosophy,” foremost among which is the fact that engineering is motivated



primarily by “the needs of society,” as opposed to “scientific curiosity.”?®

Insofar as we have characterized the primary function of the institution
of science as the production of reliable shared knowledge, let us therefore
characterize engineering’s societal function as the transformation of knowl-
edge into practical, safe, and reliable systems that meet human needs. Like
the scientific method, the engineering design process does not prescribe the
concrete actions of individual actors, but instead operates as a set of shared
constraints adopted by actors within the organization of engineering for the
purpose of stabilizing its ability to realize this function.

5.2.1. Actors and Local Action-Situations

Table B.1 in Appendix B defines the key actors within the public
infrastructure engineering ecosystem, and describes their local action-
situations. Since public infrastructure serves the general public, key
roles include public involvement activities, policy-setting functions,
and community engagement. Design Engineers, for example, can
observe infrastructure requirements, environmental constraints,
safety standards, and material properties, which influence the deci-
sions under their control, such as how to develop specifications, which
materials to select, and whether to iterate on a particular design.
Similarly, project managers can observe their projects’ budget, time-
line, stakeholder requirements, and political constraints, in order
to decide how to allocate funding, manage risks, and adjust the
project’s scope.

5.2.2. Dynamics Coupling Action-Situations

Public infrastructure projects involve multiple interacting decision-making
processes. Table B.2 in Appendix B explores how such action-
situations are dynamically coupled — particularly, how engineers,
regulators, and the public interact. The architectures defined by systems
engineers, for example, are coupled with the detailed specifications devel-
oped by design engineers insofar as a system architecture constrains
subsystem design; design engineers must work within the framework it
provides. Similarly, when infrastructure enters operational use, the pub-
lic provides feedback on its usability and performance, which feeds
back to engineers in the form of future design improvements.



5.2.3. Actors, Incentives, and Regulation by the Engineering De-
stgn Process

Table B.3 in Appendix B shows how distributed organization of engi-
neering’s stable system-level behavior of creating and maintaining safe, re-
liable, and publicly accountable infrastructure emerges from the interactions
between engineers, policymakers, regulators, and the general public. These
different actors are motivated by distinct incentives, but their behaviors
are regulated by shared constraints within the Engineering Design Process.
Quality Assurance (QA) Engineers, for example, are incentivized to
reduce failures and ensure regulatory compliance; in the process,
however, they are constrained both by legal safety requirements and by
the quality control procedures and standard testing protocols re-
quired by the EDP. Similarly, Regulatory Agencies are incentivized to
ensure public safety and enforce legal compliance as they go about
the processes of defining infrastructure codes, conducting inspec-
tions, and approving projects. The public, meanwhile, is incentivized
to help engineers and regulators develop safe, reliable, and cost-
effective infrastructure — which they can do by participating in public
hearings, or seeking to influence policy through democratic processes.

5.2.4. Failures and Interventions

To claim that the institution of engineering is breaking down is to sug-
gest that it is failing to stabilize the transformation of knowledge into
practical, safe, and reliable systems that meet human needs. Unlike sci-
ence, where failure manifests as a reproducibility crisis, engineering failures
emerge through misaligned incentives, accountability gaps, and prestige
distortions. Omne critical issue is the entrenchment of CYA (“cover your
ass”) norms, where avoiding liability outweighs ensuring safety.?6% De-
fensive documentation and bureaucratic risk-shifting often take precedence
over robust, proactive design, leading to under-maintained but legally in-
sulated infrastructure. Meanwhile, political incentives favor vanity projects
over essential maintenance, leaving roads, bridges, and public utilities to
deteriorate while funds are diverted to high-visibility initiatives.®? The cul-
tural prestige of engineering has also shifted. Traditional infrastructure and
civil service roles have been devalued, while software development — ag-
gressively distancing itself from engineering licensure and regulation — has
redefined “engineering” in ways that undermine professional accountabil-
ity.62:63 As prestige migrates toward startup founders building consumer



apps, public-focused engineering loses talent and influence, exacerbating
the neglect of vital systems.

Several interventions targeted at these failure points are already gaining
traction. Public frustration over infrastructure neglect has driven reinvest-
ment in maintenance and resilience projects,®! and liability reforms are
increasingly debated as regulators grapple with failures in both physical
and digital systems.?* Efforts to reintroduce professional accountability into
software engineering — including discussions around licensing requirements
for work related to Al safety and cybersecurity — also reflect broader con-
cerns over deregulation in critical systems engineering.%?> Whether these
changes will succeed in realigning the profession with its fundamental mis-
sion, however, remains an open question, with its answer contingent on the
implementation of fit for purpose protocols that constrain misaligned incen-
tives while preserving the variety necessary to serve diverse stakeholders.

6. Conclusion

Rehabilitating society’s institutions is not just about fixing what is broken
— it is about designing for a future where stability, variety, and adapt-
ability co-exist. Historically, organizations have been controlled through
document-based policy paradigms, where governance relied on formalized

64 Today, we are witnessing a shift toward a

rules, laws, and regulations.
data-driven, software-mediated protocol paradigm, where intra- and inter-
organizational processes are increasingly embedded in digital systems, al-

65 This transformation

gorithms, and automated governance mechanisms.
offers both opportunities and risks, as it reconfigures how institutions sta-
bilize behavior while allowing for adaptive evolution.

Science has entered the digital era in an ad hoc manner, leaning heavily
on digital publishers, citation metrics, and algorithmic evaluation measures
that have arguably destabilized, rather than reinforced, its core epistemic
properties. Promising endeavors such as NumFOCUS’s “OpenSource Sci-
ence Initiative” and decentralized scientific infrastructures like the DeSci
Network, however, suggest that a more deliberate and constructive transi-
tion is possible.%%:67 Similarly, engineering has confronted the challenges of
digital transformation with model-based systems engineering (MBSE), suc-
cessfully integrating system design into digital workflows, executable mod-
els, and dynamic document generation.5®%% Meanwhile, open-source soft-
ware communities are pioneering governance mechanisms using git protocol-
based coordination tools. These approaches offer compelling templates for



protocol-driven institutional design — where modularity, version control,
and transparency can enhance institutional resilience.

At the frontiers of institutional design, we find work that challenges us
to think beyond the constraints of legacy governance models. Kei Kreut-
ler’s exploration of designing for unprecedented situations urges us to engi-
neer institutions that can function in radically novel environments.”® Ellie
Rennie’s ethnographic study of SourceCred introduces the concept of “ter-
raforming” organizations, and shows how new protocols can reconstitute
economic landscapes and redefine value coordination.”t Potts et al. extend
this line of inquiry with their theory of contribution goods, where value is
dictated by protocols of production and exchange, rather than traditional
market pricing.”? In a similar vein, Austin Wade Smith conceptualizes eco-
logical institutions, whose explicit function is to stabilize the fragile and
visibly unhealthy (and unstable) relationship between human society and
ecological systems.”

These emerging frameworks suggest that protocolization provides a uni-
fying lens for institutional design. By decomposing institutions into their
constituent protocols, we can pinpoint failure points, reinforce stability,
and enhance adaptability in a modular, recursive fashion. This shift from
monolithic structures to dynamic, reconfigurable systems enables organiza-
tions to respond to complex challenges like climate change, public health
crises, and the digitization of civic engagement — without becoming brittle
or obsolete.

We began this chapter by reviewing literature from institutional eco-
nomics, cybernetics, and other related fields. We then presented a control-
theoretic approach to institutional design that focuses on stabilizing desir-
able properties via the introduction of protocols. We explored this concep-
tion of institutions through preliminary mappings of the distributed systems
of science and engineering, but acknowledge these are still document-based
rather than model-based organizations. Finally, we extrapolated the dig-
italization trend to hypothesize that a control-theoretic approach to de-
signing and governing institutions via protocols is not only possible but
necessary, given the complexity of our society and the severity of its issues.

In the end, we believe our conception of institutions enables a more
rigorous approach to their design, and opens up new possibilities for their
renovation. We have found that top-down control and rigid rules are not
required in order to implement organizations that can withstand shocks
while supporting diverse forms of local and regional action; the urgent (but
achievable) work of re-stabilizing our institutions can be accomplished with



protocols. By aligning organizations with their intended purposes while em-
bedding adaptability at their core, we can lay the groundwork for a society
that is resilient, cooperative, and capable of thriving amid uncertainty.
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Appendix A. Preliminary Mappings: Science

Table A.1. Key Stakeholders in the Scientific Research Ecosystem
Stakeholder Observables Controllables
Researchers Published literature, raw data, Design experiments, publish papers,

experimental results, peer reviews,
funding opportunities

review others’ work, apply for
funding, collaborate with peers

Peer Reviewers

Manuscripts, supporting data, author
reputation (if not blinded)

Accept/reject papers, suggest
revisions, highlight flaws or strengths

Journal Editors

Submitted papers, reviewer feedback,
journal impact factors, trending
topics in field

Accept/reject papers, desk-reject
manuscripts, suggest changes, enforce
formatting and standards

University
Administrators

Faculty performance metrics, research
grants, student feedback, university
rankings

Hire/fire faculty, allocate funding, set
policies on tenure and promotion

Funding Agencies

Research proposals, applicant CVs,
past publications, societal needs,
government policies

Approve/reject grants, allocate
budgets, set funding priorities

Industry (Private
Sector R&D)

Scientific advancements, market
trends, IP opportunities, government
regulations, profit and loss statements

Fund internal/external research,
apply for patents, commercialize
discoveries

Government
Regulators

Research findings, public concerns,
policy proposals, priorities of the
current administration

Regulate ethical compliance, allocate
research funding, enforce safety
guidelines

General Public

News, media reports on science,
educational materials

Support scientific initiatives, vote on
policies, engage in citizen science




Table A.2.

Key Interactions Between Stakeholders in Scientific Research

Primary Action

Coupled With

Dynamics

Researchers conduct
experiments & publish

Peer Reviewers evaluate
submissions

Peer reviewers assess research
quality and validity, influencing
what gets published

Researchers apply for
funding

Funding Agencies allocate
grants

Funding agencies select proposals
based on merit, societal impact,
and alignment with priorities

Researchers submit papers

Journal Editors decide
acceptance

Editors select reviewers and
determine whether a paper meets
journal standards

Researchers reference past
literature

Published literature evolves

New research is built on previous
studies, shaping future
investigations

Peer Reviewers evaluate
papers

Editors decide publication

Editors rely on peer reviews to
make acceptance decisions

Journal Editors select
papers

University Administrators
evaluate faculty

Faculty career advancement
depends on publication records,
reinforcing academic pressures

Funding Agencies
distribute resources

University Administrators
allocate budgets

Research funding influences
university hiring, department
priorities, and lab resources

University Administrators
evaluate faculty

Researchers adapt research
agendas

Faculty optimize research topics
and collaborations based on
tenure and promotion criteria

Industry funds academic
research

Researchers conduct
industry-driven projects

Industry-backed projects steer
research towards commercial
applications

Government Regulators
enforce policies

Researchers comply with
ethical and safety standards

Ethical guidelines shape research
methods, limiting certain
experimental approaches

Public reacts to science in
media

Government Regulators &
Funding Agencies

Public opinion influences policy
and funding priorities for scientific
fields




Table A.3. Incentives and Regulatory Functions of Key Stakeholders

Stakeholder

Incentives

Regulation

Researchers

Career advancement, recognition,
funding, discovery, impact

Requires reproducibility, peer
validation, and evidence-based
conclusions

Peer Reviewers

Academic reputation, community
respect, maintaining field standards

Enforces critical evaluation and
accountability through anonymous or
open reviews

Journal Editors

Increasing journal impact factor,
prestige, field influence

Requires adherence to rigorous
standards for publication, ensuring
credibility

University
Administrators

Institutional reputation, rankings,
funding

Encourages adherence to research
ethics, integrity, and tenure policies

Funding Agencies

Maximizing impact of research
funding, political alignment

Promotes transparent evaluation of
proposals, aligning with scientific
priorities




Appendix B. Preliminary Mappings: Engineering

Table B.1.

Key Stakeholders in Infrastructure Development

Stakeholder

Observables

Controllables

Design Engineers

Infrastructure requirements,
environmental constraints, safety
standards, material properties

Develop specifications, select
materials, iterate on designs

Systems Engineers

System architecture, network
integration, interdependencies with
existing infrastructure

Define system-wide requirements,
integrate multiple subsystems, ensure
scalability

Project Managers

Budget, timeline, stakeholder
requirements, political constraints

Allocate funding, manage risks,
adjust project scope

Quality Assurance
(QA) Engineers

Performance simulations, safety
compliance reports, material test
results

Conduct system validation, enforce
safety standards, ensure public safety
compliance

Manufacturing &
Supply Chain
Managers

Availability of materials, supply chain
disruptions, cost of production

Source materials, optimize supply
chain logistics, maintain production
quality

Operations &
Maintenance
(O&M) Engineers

Infrastructure wear rates,
maintenance logs, repair costs, failure
reports

Schedule repairs, implement
upgrades, recommend
decommissioning timelines

Regulatory Public health & safety reports, Set legal standards, approve permits,
Agencies environmental impact studies, enforce compliance
engineering assessments
Requirements Public input from Requests for Translate public needs into
Engineers Comment (RFCs), stakeholder needs, engineering requirements, refine
feasibility constraints project scope
Community Public sentiment, community Organize public hearings, solicit
Engagement concerns, legislative input feedback, shape policy decisions
Coordinators
The Public Infrastructure reliability, accessibility, Participate in public forums, vote on

(End-Users)

safety, environmental impact

infrastructure funding, provide
feedback




Table B.2.

Key Dependencies in Infrastructure Development Process

Primary Action

Coupled With

Dynamics

Systems Engineers define
architecture

Design Engineers develop
detailed specifications

The system architecture
constrains subsystem design;
design engineers must work within
the defined framework

Design Engineers develop
detailed designs

QA Engineers assess
compliance with requirements

Designs must be finalized before
they can be tested and validated

Infrastructure is
constructed and deployed

Operations & Maintenance
Engineers begin system
upkeep

No maintenance can occur until
infrastructure exists in a deployed
state

Design Engineers
incorporate public
feedback

Requirements Engineers
translate feedback into
specifications

Public consultations influence
engineering trade-offs and project
priorities

Regulatory Agencies
enforce safety and policy
requirements

QA Engineers ensure
compliance

Regulatory standards dictate
quality control benchmarks

QA / V&V Engineers
conduct testing and
certification

Manufacturing teams begin
production

Manufacturing can only proceed
once designs pass validation
checks

Infrastructure enters
operational use

Public (End-Users) provide
feedback on usability and
performance

Real-world usage data feeds back
into future design improvements

Operations &
Maintenance Engineers
track failures and
maintenance needs

Future design cycles adapt
based on operational
performance

Maintenance logs inform upgrades
and future engineering decisions




Table B.3.

Incentives and Regulatory Functions in Infrastructure Development

Stakeholder

Incentives

Regulation

Systems Engineers

Ensuring functional integration,
optimizing performance across
subsystems

Constrained by architectural
frameworks, safety requirements, and
maintainability standards

Design Engineers

Innovation, technical efficiency,
ensuring design feasibility

Must adhere to system requirements,
material limitations, and operational
constraints

Quality Assurance
(QA) Engineers

Reducing failures, ensuring regulatory
compliance

Bound by legal safety requirements,
quality control procedures, and
standard testing protocols

Manufacturing
Engineers & Supply
Chain Managers

Reducing costs, ensuring timely
production, maintaining product
quality

Must comply with material sourcing
policies, production quality standards,
and environmental laws

Operations &
Maintenance (O&M)
Engineers

Extending system lifespan, reducing
downtime, optimizing performance

Must follow preventive maintenance
schedules, safety protocols, and
performance monitoring guidelines

Regulatory Agencies

Ensuring public safety, enforcing legal
compliance

Define infrastructure codes, conduct
inspections, approve projects

Requirements Translating stakeholder needs into Must balance feasibility constraints

Engineers actionable specifications with user needs and technical
standards

Community Ensuring equitable development, Must align with public consultation

Engagement addressing public concerns mandates, accessibility laws, and

Coordinators transparency policies

The Public Safe, reliable, and cost-effective Participate in public hearings,

(End-Users)

infrastructure

influence policies through democratic
processes




